
 
 
At Hungerford Primary Academy, we provide equality of opportunity. For us, inclusive education means tailored 

provision to meet the needs of all learners. We believe that quality learning takes place both inside and outside 

the classroom, and at the heart of our thinking is the commitment that all children are actively included and fully 

engaged. Our school is a working, cohesive community that removes barriers to learning and respects diversity in 

all its forms. We value differences in belief and opinion, customs, appearance, ideas and ability, and we always 

endeavour to be an inclusive school family. 

E-Safety Policy 

Rationale 
E-Safety encompasses the use of new technologies, internet and electronic communications such as Learning 
Platforms, mobile phones, Video Conferencing, collaboration tools and personal publishing. It highlights the 
need to educate pupils about the benefits and risks of using technology and provides safeguards and awareness 
for users to enable them to control their on line experience. 

 
The school’s e-safety policy will operate in conjunction with other policies including those for Student 
Behaviour, Bullying, Curriculum, Data Protection and Security. 
 

Objectives 
The Objectives of this policy are to ensure: 
 

 our children and staff are protected as far as reasonably possible when using the internet and other 
online tools 

 responsible ICT use by all staff and students encouraged by education. 

 secure school network design and use. 

 a safe and secure broadband from an approved Internet Service Provider using suitable filtering.  

 the safe use of the internet by children and staff 
 

What Does Electronic Communication Include? 

 internet collaboration tools:  social networking sites and blogs 

 internet Research: web sites, search engines and Web browsers 

 mobile phones, iPads/tablets and any other hardware that allows internet access such as ipods 

 internet communications: e-mail and instant messaging (IM) 

 webcams and videoconferencing 

 

What are the Risks? 
 receiving inappropriate content  

 predation and grooming 

 requests for personal information 

 viewing ‘incitement’ sites  

 bullying and threats 

 identity theft 

 publishing inappropriate content  

 online gambling 

 misuse of computer systems  

 publishing personal information 
/images 

 hacking and security breaches 

 

 

 



 
 

Strategies to Promote E-Safety to Pupils 

All staff will continue to promote E-Safety to pupils 

 E-safety rules will be posted in all networked rooms and discussed with the pupils at the start of 

each year.  

 Pupils will be informed that network and Internet use will be monitored.  

 

Pupils Will be Taught Why the Internet is Important and How it Can be Used to Enhance 
Learning 

 The Internet is an essential element in 21st century life for education, business and social 
interaction. The school has a duty to provide students with quality Internet access as part of 
their learning experience.  

 Internet use is a part of the statutory curriculum and a necessary tool for staff and pupils. 

 The school internet access will be designed expressly for pupil and family use and will include 
filtering appropriate to the age of pupils.  

 Pupils will be taught what internet use is acceptable and what is not and given clear objectives 
for Internet use.  

 Pupils will be educated in the effective use of the internet in research, including the skills of 
knowledge location, retrieval and evaluation 

 Pupils will be taught how to evaluate internet content 

 The school will ensure that the use of internet derived materials by staff and pupils complies 
with copyright law. 

 Pupils should be taught to be critically aware of the materials they read and shown how to 
validate information before accepting its accuracy. 

 

Internet Access Through the School Will be Appropriately Managed 

 School ICT systems and security will be reviewed regularly.  
 Virus protection will be installed on every computer and will be set to update automatically 

when necessary. 

 

Pupils Will be Taught to Use E-mail Appropriately  
 Pupils may only use approved e-mail accounts on the school system. 

 Pupils must immediately tell a teacher if they receive an offensive e-mail. 

 Pupils must be taught not to reveal personal details of themselves or others in e-mail 
communication, or arrange to meet anyone without specific permission. 

 E-mail sent to an external organisation should be written carefully and authorised before 
sending, in the same way as a letter written on school headed paper.  

 The forwarding of chain letters or other inappropriate email is not permitted. 
 

The School Will Monitor Any Published Content on the School Website 
• The contact details on the website should be the school address, e-mail and telephone 

number.  
• Staff or pupils’ personal information will not be published.  
• The Headteacher will take overall editorial responsibility and ensure that content is accurate 

and appropriate. 
 

Publishing of Pupils’ Images and Work Should be Carefully Considered 
• Before any item is published, permission should be granted by the Headteacher.  
• Photographs that include pupils will be selected carefully and will not enable individual pupils 

to be clearly identified.   
• Pupils’ full names will not be used anywhere, particularly in association with photographs. 
• Written permission from parents or carers will be obtained before photographs of pupils are 

published on the school website. 
• Pupils’ work can only be published with the permission of the pupil and parents. 

 

 



 
 

Pupils will be Taught Safe Practice in Using Social Networking Sites and Personal Publishing 

• The school will block/filter access to social networking sites.   

• Newsgroups will be blocked unless a specific use is approved. 

• Pupils will be advised never to give out personal details of any kind which may identify them or 

their location.   

• Pupils and parents may be advised that the use of social network spaces outside school is 
inappropriate for primary aged pupils. 

• Staff are advised that they should consider the consequences and possible repercussions of any 
information that they make available online, for example on a social networking site. The posting of 
photographs, videos and information related to the school, school life, other staff and pupils is not 
permitted. (See Acceptable Use and Conduct Policies) 

 
The Computing Coordinator will Ensure Systems to Manage the Filtering of Websites is Kept Up to 
Date 

• The school will work with the LA, DfE and the Internet Service Provider to ensure systems to protect 
pupils are reviewed and improved. 

• If staff or pupils discover an unsuitable site, it must be reported to senior staff/Headteacher. 
• Senior staff will ensure that regular checks are made to ensure that the filtering methods selected are 

appropriate, effective and reasonable. 
 

The School will Maintain Systems for the Safe Management of Video Conferencing 
• IP video conferencing should use the educational broadband network to ensure quality of service and 

security rather than the internet.   
• Pupils should ask permission from the supervising teacher before making or answering a video 

conference call. 
• Video conferencing will be appropriately supervised for the pupils’ age. 

 
Emerging Technologies will be Reviewed for Potential Risk and Use in Schools 

• Emerging technologies will be examined for educational benefit and a risk assessment will be carried out 
before use in school is allowed. 

• Mobile phones will not be used during lessons or formal school time. The sending of abusive or 
inappropriate text messages is forbidden. 

• Staff will not use personal equipment or non-school personal electronic accounts when contacting 
students.  They will be issued with a school phone where contact with pupils is required 

 
The School will Protect Personal Data 

• Personal data will be recorded, processed, transferred and made available according to the Data 
Protection Act 1998. 
 

Authorisation is Required before Internet Access is Allowed 

• Within the school, access to the internet will be supervised and subject to stringent filters. 

 

Community Use of the Internet will be Managed 

• The school will liaise with local organisations to establish a common approach to e-safety. 

 

Handling E-Safety Complaints 

• Complaints of internet misuse will be dealt with by a senior member of staff. 
• Any complaint about staff misuse must be referred to the Headteacher. 
• Complaints of a child protection nature must be dealt with in accordance with school child 

protection procedures.   
• Pupils and parents are informed of the complaints procedure. 
• Discussions will be held with the Police Youth Crime Reduction Officer to establish procedures 

for handling potentially illegal issues. 
 

 

 



 
 

Staff and the E-Safety Policy 

• All staff will be given the School E-Safety Policy and its importance explained. 
• Staff should be aware that internet traffic can be monitored and traced to the individual user.  

Discretion and professional conduct is essential. 
 

Enlisting Parents’ Support 

• Parents’ attention will be drawn to the School e-Safety Policy in newsletters, the school 
brochure and on the school website. 

• Parents will be given opportunity to attend internet safety awareness events and training 
when available. 

 

Role of the Computing Coordinator 

• The coordinator will monitor the implementation of the E-Safety Policy throughout the 
school. 

• They are responsible for promoting the continued good practice of highlighting E-
Safety 

• They are responsible for keeping themselves and the staff up to date with relevant 
developments in Computing and any changes to the Policy that arises. 

• They are responsible for monitoring curriculum provision, schemes of work and 
teaching and learning to ensure that all aspects of the Computing curriculum including 
the teaching of E-Safety 

• To report to the Headteacher and or Governors any issues that develop in relation to E- 
Safety and in particular could impact upon the safety of staff or children. 

• They have a significant role in ensuring systems are in place to enhance the School’s 
Child Protection Procedures. 

 
 
 

The school will take all reasonable precautions to ensure that users access only appropriate 

material. However, due to the international scale and linked nature of Internet content, it is not 

possible to guarantee that unsuitable material will never appear on a school computer. The 

school cannot accept liability for the material accessed, or any consequences of internet access, 

but will make every effort to ensure safety.   

 

Our E-Safety Policy has been written by the school, building on the Cheshire East’s Policy and 

government guidance.  It has been agreed by senior management and approved by governors. 

 

The E-Safety Policy and its implementation will be reviewed annually. 



 
 

Glossary  

 
Many young people use the internet regularly without being aware that some of the activities they take part in 
using the internet are potentially illegal. 
 
The 2003 Sexual offences Act has introduced new offences of Grooming and raised the age for 
making/distributing indecent images of children to 18. 
 
Offences regarding racial hatred are covered by the Public Order Act 1986 although there is currently a new 
Racial and religious Hatred Bill going through parliament. 
 
Bullying etc. could be an offence under the Malicious Communications Act 1988 or Telecommunication Act 
1984. 
 
Other potential offences may include Fraud (e.g. using false identities) or infringements of the Data Protection 
Act.  
 
 

List of offences: 
 

Sexual Offences Act 2003 
Grooming – If you are over 18 and have communicated with a child under 16 at least twice (including by phone 
or internet) it is an offence to meet them or travel to meet them anywhere in the world with the intention of 
committing a sexual offence. 
 
Making indecent images – it is an offence to take, make, distribute, show, advertise indecent images of a child 
under 18.  
(NB to view an indecent image on your computer means that you have made a digital image.) 
 
Causing a child under 16 to watch a Sexual Act – to intentionally cause a child to watch someone else 

taking part in sexual activity, including looking at images such as videos, photos or webcams, for your 

own gratification. 

Abuse of positions of trust – Staff need to be aware that it is an offence for a person in a position of trust to 
engage in sexual activity with any person under 18, with whom they are in a position of trust. (Applies to 
teachers, social workers, health professionals, connexions Pas) 
 

Public Order Act 1986 
It is an offence to possess, publish, disseminate material intended to/likely to incite racial hatred. 
 

Telecommunications Act 1984 
It is an offence to send by public telecommunications network any offensive, indecent, obscene or menacing 
messages that cause annoyance/inconvenience/needless anxiety. 
 

Malicious Communications Act 1988  
It is an offence to send letter or article which includes indecent, grossly offensive, threatening or false 
information with the intent of causing anxiety/stress to the recipient. 
 

Protection from Harassment Act 1997 
Section 1 - A person must not pursue a course of conduct, which amounts to harassment of another, and which 
he knows or ought to know amounts to harassment of the other. 

 

 


